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PROPOSED ARIZONA DEMOCRATIC PARTY
RESOLUTION
As passed Jan 23, 2010

WHEREAS Elections with the honest counting of all votes is the bedrock of any democracy and is
fundamental in Arizona's Constitution, and

WHEREAS all Arizona's votes are counted with computers, and

WHEREAS it is unlawful to hand count the actual paper ballots in Arizona in any recount and
whatever the computer reports for its second count must be accepted, and

WHEREAS our election computers can be easily rigged to falsify which person or which issue
actually won any election, and

WHEREAS the Arizona Secretary of State is prohibited by law from looking inside an election
computer database to check what any county has done with its computers, and

WHEREAS the Arizona Secretary of State is prohibited from looking at election computers from the
outside to see if they are safely protected, and

WHEREAS Maricopa County's “Sequoia” system was recently de-certified by the State of California
and then re-certified with special security procedures not required in Arizona, (see note1) and

WHEREAS our Superior Court claims it does not have jurisdiction to consider cases about
cheating, let alone do anything about future cheating,

THEREFORE, be it resolved that the Arizona Democratic Party urges the people of Arizona to elect
Democratic legislative candidates who are pledged to see that the sanctity of the vote is protected.

Be it further resolved that the Arizona Democratic Party urges each county to use a graphic
scanning system that would allow all political parties and persons to examine all the ballots cast in
any election which would prevent election rigging by inherently flawed computers or could reveal
unconstitutional computer errors.

*kkkk

Note 1: http://www.sos.ca.gov/elections/voting systemsktmuoia redline-100109.pdf
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November 17, 2009

Dear Committee Member:

The stolen elections such as Florida in 2000 anid @004 have awakened many of us to the
problems with counting votes by computers. I'verbeorking with the Pima County
Democratic Party as an attorney and as a membiy @ection integrity committee. | am also a
member of the state party election integrity conesit This resolution is co-sponsored by state
committee members: Donna Branch-Gilby and Sandeam@pr Co-Chairs of PCDP-EIC, Dave
and Joan Safer, Jeffrey Latas, Dan O’Neal, Caro$iCa, Kristie Foss, Ben Love and Stephen
Brittle.

Included with the resolution is a background memdten related to the points in the
resolution. Also attached are two pages concenioirgnew company developing ballot graphic
scanning technology. Another company from Humhdldtifornia has an open source
program. That information is included as parthaf €ducation process to familiarize you with
the developing ability of citizens and politicalrfpes to confirm the accuracy of reported
computer counted votes.

| realize that the memorandum is quite long butgitedlem of protecting our votes is not
amendable to sound bites. The problem and théi@oloeed to be understood. | will be at the
Kingman meeting and speaking and answering ques#bthe Election Integrity Committee
session.

Sincerely,

Bill J. Risner

RISNER & GRAHAM
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Executive Summary

Our election systems are vulnerable to cheatingsaftdvare bugs, but there is a good solution that
would effectively eliminate all of these electioniagrity concerns:

a) It's easy to cheat and there are undoubtedly unkrimwgs in the system, both of which can corrupt
election results;

b) It's impossible, for all practical purposes, toldrage an election outcome under Arizona law;

c) Current checks on the system, including logic armlieacy tests and hand counts, are better than
nothing but still insufficient to ensure accuralecdons;

d) Itis currently difficult, if not impossible, to ¢&in the paper ballots to investigate suspected
problems;

e) The Secretary of State has no jurisdiction to eranelection electronic databases that currently
provide the best window into election integrity;

f) The political parties are responsible for electdnservation and auditing;

g) There is a relatively simple solution, a way toasbtan independent count using graphic scanning of
ballots. This approach not only provides an indelean check on the election outcomes, but may
provide sufficient evidence to overcome Arizona'strictive challenge laws in are there are
discrepancies.

The solution is the graphic scanning of all bal&fter they are counted in each county. Therews no
available computer software that can automaticailglyze ballot images. This means that our polipeaty
and any citizen can within hours of the approvahef official canvas confirm the accuracy of thearted
results. Fortunately, the solution is achievabldarrcurrent Arizona law.

This resolution has been prepared by Bill Risneo Wwas been a lawyer in Tucson for the past forty-
one years and active in the Democratic Party farg/&nger. Risner first represented the Pima Gount
Democratic Party in a re-districting case someyreight years ago and a number of election relatesgs
since. He is a member of the state party electitegrity committee and the Pima County party cortaait
Many of the facts asserted in the resolution we@uered or highlighted during several years gjdiion
on behalf of the Pima County Democratic Party tawbthe computer election database of past elestio
from the Pima county Board of Supervisors.

Until that lawsuit by the Pima County party no amé\rizona had ever examined an election
computer database: not any county board of supesyiaot the Secretary of State, not any polifeaty,
nor any contractor or any member of the public.

Arizona's fifteen counties use three different gi@&/company software programs to count votes.
Twelve counties, including Pima County, use thebDid/Premier system. Maricopa County uses the Saquo
company system and Cochise and Graham use the E&&Sany product. The actual coded instructions of
each company's product is treated as a compangtdbat is kept from the public at large and isnewealed
to any Arizona state or county official.

Easy to Cheat

The central problem of our current computerizedesyss that it is easy to cheat with the election
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computers. When the fact t#asy to cheat’is combined with th&mpossibility of challenge”and the
“nobody is looking” facts, the seriousness of thespnt vulnerability of our election system is @wa.

The easy to cheat proposition is unanimously emdbrAs astonishing as this claim might seem, | am
not aware of any knowledgeable person or groupdisautes that claim. Here are some examples of
statements confirming the problem.

— iBeta company report to Arizona Attorney Gendmalry Goddard:During testing it was
discovered that the GEMS software exhibits fundaaheecurity flaws that make definitive
validation of data impossible due to the ease ¢& @ad log manipulation.”

— Arizona Secretary of State's Office by ElectiareBtor Joseph Kanefield concerning the
iBeta report’ ... this is no secret. These issues have beewkrxy not only our office but
election offices all over the country.”

— Pima County Chief Civil Attorney Christopher Stbeduring his Opening Statement at trial
against the Pima County Democratic Party's datalaasiit:“Because it can be easily
manipulated, the bottom line is in this whole thisgve’re only going to catch stupid people,
all right, because one could also alter the audgd and one could do anything.”

— David Jefferson, Ph.D., computer expert and rmuglysicist who has advised six successive
California Secretaries of Stat&:he security mechanisms that are there are ‘ingyah

hopelessly inadequate to prevent manipulation dbbeecords or vote totals by anyone with
even a very short period of access to the system.”

— California Source Code Review of the Diebold YigtBystem?Our analysis shows the
technological controls in the Diebold software du provide sufficient security to guarantee a
trustworthy election. The software contains seridesign flaws that have led directly to
specific vulnerabilities that attackers could expto affect election outcomes(Executive
Summary)

Impossible to Challenge

Under Arizona law it is, as a practical matter, asgible to challenge any election where the votes
are counted by computer. Those who are preciss o$é¢ne English language might argue that itngpdy
extremely difficult. They may be technically corréeit the difference between those two positiorsois
slight that impossibility more closely describes teality.

An election challenge in Arizona can only be madespant to the requirement of A.R.S. § 16-673.
The relevant portions are:

A.R.S. 8§ 16-673

A. The elector contesting a state election shathiwfive days after completion of the canvass of
the election and declaration of the result thelgathe secretary of state or by the governor, file
in the court in which the contest is commenceditestent in writing setting forth:

4. The particular grounds of the contest.

That statute contains a time deadline of five days a particularity requirement. In simple terrhg, t
details must be set out under oath and those sletaist allege how the election outcome itself wdade



been different and not simply that there wgmmblems” or “questions.” The law requires specific facts.

The first step for any challengers would entailaitihg a copy of the electronic database created by
the secret and insecure computer software. Allgxr&zcounties use secret databases owned by cormpanie
that protect their software and often the datdfitse

In Maricopa County (58% of Arizona voters), thegGeia Corporation claims that the data itself is
secret becausgroprietary code” is buried in the data. The Maricopa County ReedsdOffice claims they
must comply with the company's view. Thereforeyater in Maricopa County can gain access to their
election computer data. Election activists havenagited to do so and have been refused.

In Pima County, the County Democratic Party incdiraéiorney’s fees and expenses in excess of
$350,000 over a twenty-month period in order taobpublic record electronic data. Pima County uses
Diebold/Premier Corporation software that ifrade secret.” Luckily, the Pima County Democratic Party
has a copy of an older version of tisecret” software that enables it to analyze some of theradata. In
the future, it will be difficult for the Party taxamine data or ttopen” important password protected
portions of the data as each new version of thisveoé creates new problems for examination usidgrol
software.

Since the County Democratic Party has a specifictaarder in place in Pima County, it can obtain
“data” in the future, at least as much of the data thatriot been erased. Their lawsuit has securecthe s
right for all political parties and even individuatizens. It is extremely difficult, however, tbdt@in initial
data in other counties in Arizona. Prior to the 2@@neral election, the Arizona State DemocratityPa
mailed requests under its letterhead to twelvedkr@counties requesting copies of their public réco
computer data. Only six counties chose to resportlde request at all, and not one county providsd d
within the five day window.

For sake of further analysis, let us assume thaesoe could actually obtain, in a timely manneg, th
requested public record computer data. That datddvmot likely reveal any information that could bged
to plead with particularity sufficient grounds f@n election contest.

The election computer experts are unanimous trehenng the computer data itself cannot provide
specific information that complies with A.R.S. 8683. There are simply too many ways to cheat andrco
up the crime. Such falsification efforts are poksibmong other reasons, because the Diebold/Premnmigt
log that might otherwise record activities cart‘eeited” and specific activities simply erased. Data can be
copied and altered off-line at the office or at ey election personnel and re-inserted into tis¢éesy
through a process known ‘dsrking.” The Diebold‘'memory cards”that record precinct votes can be
programmed by &rop scanner™” device to produce false results. Pima County csuth a device and
Pima County’s computer operator is highly skilladhe use of that “hack tool” by his own admission.

During court testimony in th&latabase” trial, Pima County election computer operator Brgzane
testified that he practiced using Pima Countgi®p scanner” to alter vote counting instructions in memory
cards so that the optical scanners would printsefoll tape reflecting the votes desired by ttegmmmer
and not the choices of the voters. In Crane’s opiffany person with computer knowledge wouldn’t have a
problem with it.” The revealed database after an election wouldmo the pre-election programming. It
would show only the downloaded false results tlalda be“confirmed” by examining the printed false poll
tape.

The bottom line is that A.R.S. 816-673 can never lseremedy for a computer election challenge.
The Sequoia system used in Maricopa County appedrs no more secure than the Diebold/Premier
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system used in twelve Arizona counties. The CalifoSecretary of State recently decertified theuSeq
system. Jim Marsh of Black Box Voting is now anatgzSequoia data from Riverside County and has
discovered that it contains federally prohibitede@mong other problems. The key issue for usapthint
is that the Sequoia data could not be analyzedmiitve days. At the moment, this is a certaintgdigse the
Maricopa County Recorder has refused to releasddtabase at any time.

Thomas W. Ryan, Ph.D. is a member of the statg'paglection integrity committee and the Pima
County party's committee. He was the primary ingastr and author of the Pima County party's positi
statement on electronic voting more than five yaaxs. He is a retired computer engineer whose waref
views are accepted by all sides of the computguties.

Dr. Ryan provided a declaration for the Pima Cowuyperior Court after his examination of a
portion of the Pima County electronic databasecétecluded:

13. It is well established that the GEMS databasesvulnerable to software errors and can be
manipulated using simple software applications @is.

15. Detection of fraudulent manipulation or softearrors in a GEMS database would most
likely be difficult, if not impossible, depending the nature of the manipulation or error.

16. Detection of errors, if possible, would requaréghorough analysis of the sequence of
database “snapshots”, looking for anomalous dathei within a single database or, more
likely, among the various snapshots.

17. Software tools are under development to détgatal inconsistencies but these tools are not
yet fully automated and will probably never addrabgossible forms of manipulation or bugs.

18. Unless the manipulation or software errors blatantly obvious, it will take several weeks
to fully analyze the database set for an election.

19. Discovery of manipulation or other errors ireetion databases would almost certainly take
longer than the five-day contest period allowedemd.R.S. 16-673.

Michael A. Duniho is d&master computer scientistivho retired to Tucson from a career with the
National Security Agency, our nation's premier catep security agency. He has worked with the
Democratic Party's Election Integrity Committeecsir2006 and was appointed to the Pima County Blecti
Integrity Commission where he serves along withromas Ryan, another appointed member.

Mr. Duniho confirmed in his sworn court declaratitvat manipulation of GEMS is generally undetectabl

It is important to understand that manipulationtieé GEMS database is generally undetectable
without comparing the database data with actualdialand poll records. Such a comparison
takes not a few days but rather a year or morentarise forensic analysis to compare every
computer information record with every paper infatran record.

The only way to confirm the integrity of a comptdeunted election is to compare actual ballots
with the data in the databases. In 2006, the Aziegislature enacted changes to election law
requiring a statistical hand count audit of elect®in Arizona, and we have applied that new law
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to better confirm election integrity in Pima County

Because the GEMS system has no capability for ghibly vote totals by early ballot scanning
batch after the election is complete, the currencpss for hand counting randomly arriving
early ballots is a jury-rigged effort that compar@batch of early ballots with a couple of vote
total summary reports printed before and after lla¢gch of ballots is scanned (4% of the early
ballots are selected for possible audit and thendr®actually hand counted). A computer
operator bent on fraud always knows which earlydialwill be hand counted before they are
scanned and could easily manipulate the vote tdtalthe 96% of the early ballots that are
guaranteed not to be hand counted.

We Can't Examine the Paper Ballots and We Must Acqe Machine Results

In September 2004 a very interesting election “vetboccurred in Maricopa County concerning a
Republican Party legislative primary election irsDict 20 between John M. McComish and Anton Orlich
The issues, court testimony, attorney conduct bactourt decision provide important lessons on baw
ballots are counted.

Mr. Orlich “won” his primary election by four votes. Arizona has thost narrow recount laws of all
fifty states and permits only automatic recounts ten only when an election is within one-tentlooé
percent. The original count was within that nariowit.

Karen Osborne, on behalf of the Maricopa CountyoR#er's office suggested that the most accurate
way to recount would be a hand count of the bal®éxretary of State Jan Brewer immediately sen&he
memorandum prohibiting a hand count and remindirsg ®sborne that no matter how logical or practical
such a hand count would be, it was illegal in Anado hand count ballots.

The recount then proceeded with the result that\i&Comish won by thirteen votes.

The issue that was most interesting was notftipg result but that the machine counted an
additional 489 votes cast that had not counted wihese same ballots had been originally countetthéy
same machine.

Karen Osborne testified under oath that the madhiatecounted the mail-in ballots had an error rate
of 18.3%. Beehearing transcript of proceedings, page 92, lineud)xhat such an error rate was not out of
the range because every machine reads differétatya flavor of the testimony:

Q. By Ms. HauserSo as | understand it, what was stated is thateheexpected to be an
eighteen percent error rate on early ballots.

A. Karen Osbornd: believe what | said is that there was not — iswat out of the range of
possibility for there to be this much of a swingeorecount for ballots for marginal marks; |
believe that's what | said.

(Transcript, page 116, lines 18-25)

Later, Karen Osborne testified there was way” to know why the count was off by so much.
Q. Last questionis there any concrete way you would have of knofangertain, absolutely

dead-on certain, exactly why the primary countdarly and provisional ballots generated, you
know, 464 more votes in the recount?



A. No.

Q. Is there any way to know for sure?

A. No. — | don't know of a way to assure that.
(Transcript, page 119, lines 2-10)

The court was required to accept the machine doecause the machine had passed a counting
“logic and accuracy”test before the election. Judge Edward P. Baliinye made some pertinent
observations before he signed the order in favéiofMcComish:

The Courtilf the system is designed to tally accurate cotm&how the intention of voters, then |
have questions about whether it works with resfettose that file early ballots.

(Transcript, 161:15-18)

| feel really bad for you, Mr. Anton Orlich and theason is this is the only time I've been unable
to say to someone, “If I'm wrong, you can go updtreet, and three smart people at the Court of
Appeals can fix it. Unfortunately, there isn't amgy to remedy the order if I'm incorrect, and I'm
sorry about that; there is nothing | can do.

(Transcript, 167:8-15)

In the District 20 race the court did not have dpeevidence of cheating. If such evidence, even
conclusive evidence of cheating, is obtained mioaa five days after the approval of the canvasscourt
claims there is nothing that can be done.

Judge Charles V. Harrington of the Superior CauRima County ruled iBeth Ford vDemocratic
Party of Pima CountyCase No. C-20085016) that the court did not hagest matter jurisdiction to
consider past cheating for even the limited purpdsmsnsideration of future changes to prevent thga
The rule of law is that one must catch the cheat#tsn five days. Unless that happens, the cowsieadoor
is shut and can't be opened, even if only to presleeating in future elections.

The Secretary of State Has No Jurisdiction to Examie Election Computer Databases

It is a historical fact that no one except the P@oainty Democratic Party has ever examined an
Arizona election database. One might assume tHeastt the Arizona Secretary of State could do surch
examination, even if they had never done so. Sncsaumption would be wrong.

On April 11, 2008, the Pima County Democratic Partg the Pima County Board of Supervisors
took the deposition of the Office of the Secretairptate. The Secretary of State chose Joseph i€ahahe
“State Election Director,”to testify under oath concerning some fourteeictoand to provide official
answers on behalf of the Office of the Secretargtate.

Mr. Kanefield is an attorney who previously handéection matters within the Attorney General's
office.

Mr. Kanefield was asked by Mr. Risner:

Q. .. .First, can we clearly establish that your officeraehas gone in and examined a database
to see if there's been any fraud or manipulation?
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A. Our office doesn't have the authority, under laawld such an examination...
(Deposition Transcript, 65:22-25 to 66:1)

Q. Are you aware of any county in Arizona that hag eeaducted a post election examination
of the database for evidence of fraud or manipatz®i

A. | am not aware, other than what's occurred in Pi@@unty. But that doesn't mean it hasn't
happened. It's just that I'm not aware.

Q. Okay. So the result, then, is that the Secretatate, because it has no authority to, does not
examine and has never examined an election datadftesean election in any county in Arizona,
correct?

A. That is correct.
(Deposition Transcript, 67:3-15)

The Pima County Democratic Party requested prithed?2006 general election for Pima County to
make numerous changes in the physical security @ection computer. Those physical changes hagkem
it impossible for the election computer to be hackeo by outsiders and collectively constitute anaj
security improvements. Since, however, the majouisty risk has consistently been identified bycéten
security analysts @msiders” such as vendors and election department persahegbhysical protection of
the computer is only part of the necessary sectortgny election. Another surprising point of teginy
from the Secretary of State's office was that @ ‘mo responsibility” to examine the physical security of
election computers. In other words, when the Seoyetf State sends a representative to each céamtiye
so-called logic and accuracy test before electithres; are unconcerned about the actual physicarisgof
the election computers.

Q. By Mr. Risner: Does the Secretary of State, cobgitgounty, examine the physical security of its
election computers?

A. Mr. Kanefield: Well, we're not tasked with thatpessibility of actually physically examining and
auditing the security . .

(Deposition Transcript, 79:16-21)
What Is Graphic Scanning and Why Is It the Answer b Election Security

High speed commercial scanners are currently dlaithat would permit the graphical scanning of
every paper ballot after the original ballot hasrbecanned by the election department. The grapiaiges
of these ballots could then be made availableltpaditical parties or interested citizens, candsdaor groups
who could then themselves count the ballots andsvtat confirm the accuracy of the official canvass.

This system was used in a cooperative way in ti@8 Zlection in Humboldt County, California with
excellent results. The Humboldt Transparency Ptgemduced an open source computer program which
they used to count the images of the official kalld he major difference they uncovered was a gaoju®2
ballots in one precinct that the official count haat included. Upon further inquiry by the counhdahe
citizens, they learned that the Diebold GEMS sofeszad a programmirtglitch” that erroneously deleted
that block of votes. The California Secretary ait&tand Diebold itself then informed all countiesoas the
country of that particular computer software estnich had previously not been noticed.
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A second group has developed another elegant geftsyatem to scan and then computer count
graphic images of ballots. The usefulness of susystem is difficult to overstate. The current eyst
nationwide uses computer software developed byrakwerporations with various versions of each gein
operated in thousands of voting jurisdictions.

They all are full of security holes. It would benany decade problem to find the holes and get them
corrected. Even if that could be accomplished ghlesuld still remain the problem of insiders or kexs that
might choose to rig an election.

Graphic scanning solves all of those problems bezthe same ballots can be counted by anyone. If
the citizen or political party count is differettiey can quickly analyze why.

The Humboldt County effort again provides an exanf@lne of the races was close enough for a
recount to be considered. The losing candidate myatrthe graphic images and concluded that a récoun
would not be necessary.

Responsibility

The issue of responsibility to see that our votesagcurately counted lurks through this lettere Th
Secretary of State says checking on election coanpign't their responsibility. They make rules for
computer physical security but say it's not thegponsibility to see if their own rules are follave

The Secretary of State doesn't know what is coathin the software systems that operate in
Arizona. The Secretary of State says they taked¢nelors' — private, for profit corporations — wdod it.
They trust the companies even though they knowtlfsatompany that Diebold itself hired“eertify” the
Diebold software was stripped by the federal gonemnt of its ability to do so in the future. Tteertifying
company”hired by Diebold claimed they didn't conduct & they should have because Diebold lied to them.
The*“certifying company”concedes that they were never even asked to éouaity check on the software
which was sent to Arizona and accepted by our &mgref State without further inquiry or examinatio

Judge Harrington ruled the court system could eatr Imor consider any case concerning a rigged
election even when the objective was to prevenaiohg in the future.

The Office of the Attorney General considers itselbe the lawyer for the Secretary of State artcano
independent actor except in limited circumstances.

No Board of Supervisors in any Arizona county hadit@d or examined its election computer
database.

No County Attorney has ever audited or examinedatmty's election computer database.

Arizona law does not require any hand audits ohtpuaces, including those of the county board
members that run the election itself. Pima Coufdints it would be unlawful for the Pima County Bdanf
Supervisors to permit any county races to be adidit@and count audits déarly ballots,” the majority of all
ballots, are inconclusive.

That leaves us. It is political parties that hawe tesponsibility. We must ensure honest elections.
Fortunately, we know how. Let's get it done.

William “Bill” Risner
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The Clear Ballot Group Company Overview,
Trial Results & Team Members

Transparency Tools for CI. EA

America’s Elections BA L

What We Do

Across America nearly every election jurisdiction is feeling the
effect of budget cuts, increased operating costs, the financial
impact of aging voting equipment and the threat of unbudgeted
litigation costs for contested elections. At the same time they are
faced with demands for increased transparency and security yet
lack a clear methodology and the tools to support it.

The Clear Ballot Group is a Boston, Massachusetts company
formed to help address these issues directly with a new system of
methods and tools for election officials who seek improvement for
their stakeholders — elected officials, canvassing boards, candi-
dates, political parties and citizens. These tools provide four critical
benefits as they,

* Independently, accurately and rapidly verify an election - all
contests, across all precincts within 48 hours after the close of
polls.

®* Save money by providing additional features, like security,
without requiring a costly round of voting machine purchases;
reducing unbudgeted litigation costs and providing rigorous
tools to ensure voting machine firms' compliance with service-
level agreements.

®* Improve election administration with rigorous methodology
and tools for election officials that highlight the areas that
need administrative improvement and to minimize discrepan-
cies between the canvass and the audit.

* Pinpoint the source of discrepancies between the voting ma-
chine count and the audit using a new class of election foren-
sic tools. These discrepancies may include: identification of
uncounted damaged ballots not returned to the voter, missing
precincts, ballots voted more than once and instances where a
blank vote should have been recorded instead of a vote for a
candidate.

How We Do It

The Clear Ballot Group has developed a system that extends an
elegantly simple idea developed during the 2008 election cycle in
Humboldt County, California.

The idea: scan the paper ballots; post the images on
the Internet; let candidates, political parties, interest
groups and citizens to do their own counts.

The Clear Ballot Group has developed a rigorous system of soft-
ware and methods designed to fit with the existing voting systems
and still meet the demanding conditions of a live election in large
jurisdictions. This system includes the following components:

* High-speed scanning of ballots into secure image files that can
be linked back to their respective physical ballots ensuring
trust in the process.

* The audit, a rigorous, high-speed, independent count of bal-
lots and races with easy comparison to the voting machines’
count across thousands of points

* Visualization and forensic tools provide new methods of ex-
amining and searching very large ballot image populations to
identify quickly ballots that may require human judgment.
The forensic tools can, for example, find and display ballots
with uncaptured voter intent or ballots that may benefit from
human analysis.

Scanning Performance

Number of Scanners Required * Fu]srlcsaunfl:?ﬂc
Scanning Hrs. until Deadline
1# Ballots 48hrs 72 hrs 96 hrs
100k 1 1 1 Q_g
500k 3 2 2 hj
1,000k 6 4 3
3,000k 18 12 9

*Assumed Scanner Speed: 3,500 ballots/ hour

The Leon County Trial Results

In June 2009, lon Sancho, the Supervisor of Elections in Leon County, FL, invited the Clear Ballot
Group to test its methodology and software by auditing the ballots from the Nov. 2008 general
election. Once the nearly 150,000 ballots were scanned into image files, the audit was done in
two stages:

1. Ballot Accounting Stage: This stage asks the question, “Before we start counting the votes for
candidates, do we have a good population of scanned images? More precisely, does the count
of ballot images scanned match the official canvass of ‘cards cast’ across precincts and voting
times?"”

Results: A net of seven (7) more images were recorded than the 149,000 cards cast reported by
the Canvass — a discrepancy of less than five one-thousandths of one percent (.0047%) of the
Canvass. The discrepancies in lines 1-3 are due to the comingling of ballots during the canvass-
ing period when provisional ballots were being examined by hand. Leon County's Elections
Department will institute new procedures to prevent ballot comingling in the future. Out of 165
precincts the vast majority had no discrepancies.

Ballot Accounting Phase
Leon County, Florida 2008 General Election
official Ballot Audit Discrepancy
Canvass
— = o
Auditable Total Ballot Discrepanc Discrepan
Voting Time pancy pancy
. Paper Ballots Images (Ballots — as a Percent
(165 precincts)
Scanned Images)
1. Absentee & Other 29,407+ 29,405 2 0068 %
2. Early Voting 41,8411 41,810 31 0741 %
3. Election Day 75,594+ 75,634 (a0) (0053 %)
4. Precinct 5225 2,158 2,158 0 0%
5.Total all 166 Precincts 145,000 145,007 n (-0047 %)

1 During the hand count of precinct 5225, ballots were co-mingled and the identity of voting times was lost. Accord-
ingly, precinct 5225 was broken out separately (Line 4).

2. Race Accounting Stage: This stage asks the question, "To what degree do the votes assigned
to each candidate in the Canvass match the independent tabulation from scanned images for
every race, for each precinct and voting time?”

Results for Precinct 5225*: 2,158 ballots were cast each having 21 contests for a total of 45,318
“Ballot-Contests”. Two races showed that the voting machine assigned one more vote to a can-
didate and one less blank vote than was assigned by the audit. The likely explanation is that the
algorithm used in the voting machine counted a vote that the audit software interpreted as a
blank vote.

Race Accounting Phase: Precinct 5225*
Leon County, Florida 2008 General Election
Official Canvass Ballot Audit Discrepancy
- = %
Race / Candidate Votes per Votes per Discrepancy Discrepancy as
{Races with discrepancies.) Voting Count From | (Voting Mach. a percent of
Machine Images - Audit) “Ballot-Contests™
(45,318)

District Court — Retain Judge Robert T. Benton (Yes or No)

Yes 1,286 1286 [

MNo 448 447

Blank Voted 447 448 -1

Totals (absolute values) 2,158 2,158 2
Circuit Judge Group 7

Lisa Raleigh 810 810

Frank E. Sheffield 938 937 1

Blank Voted 410 411 -1

Total (absolute values) 2,158 2,158 2

Total [} .0088%
¥ Due to an undetected hardware malfunction, the votes from the images for all 166 precncts could not be tabulated.

Instead, a second trip was made to scan a precinct 5225 to obtain the above results.
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America’s Elections

“Match Points™” Defined

The Match Point concept provides:

manual recounts.

points.
Examples:

dependent.

The “Match Point™" concept is tool used to measure the rigor of an audit. A Match Point is defined as an independent point of comparison between the canvass
and the ballot audit. It is computed by subtracting the value of the audit from the value of the canvass at that point.

* An objective measure of the degree to which the audit agrees with the canvass.
* A forensic tool to pinpoint the location of discrepancies that could change the outcome of an election and to reduce the time and cost associated with

* Rigorous results because the count derived from the scanned images should match the voting machine results across hundreds or thousands of match

1. The number of cards cast during Early Voting in Precinct 1301 is one match point.
2. The total number of cards cast in precinct 1301 is not 3 match point because it is derived from Absentee, Early and Election Day results and is not itself in-

3. The number of votes counted cast on Election Day for Candidate Jones in the race for first Congressional district in Precinct 2251 is one match point.
4. The number of blank votes recorded on Absentee ballots in the race for President in Precinct 3469 is one match point.

Ballot Accounting Stage

For the Ballot Accounting Stage, in the Leon County trial there were 498
possible match points. Match Points are Precinct/Voting Time pairs and
discrepancies are measured as the difference between the voting machine’s
count of cards cast on paper ballots minus the independent count of images.
Since Precinct 5225's ballots were co-mingled thus losing the identity of the
number of ballots cast according to voting times, two of the three possible
match points for that precinct were lost resulting in 496 actual match points.

Ballot Accounting Stage

Calculation of Number of Match Points
Leon County 2008 General Election

Number of Precincts 166
X Number of Voting Times

[Absentee, Early, Election Day]
= Total Possible Match Points 498
- Match points lost

(co-mingled ballots in precinct 5225)
= Total Match Points 496

X 3

-2

Race Accounting Stage

The number of match points in the Race Accounting Stage is computed by sum-
ming the product of the number of precincts per ballot style (column 3 below)

and the number of voting positions per ballot style (column 4). With three voting
times — absentee, early and election day — there are a total of 36,189 independent
match points.

Race Accounting Stage
Calculation of Number of Match Points
Lean County 2008 General Election
X =

Ballot Unique # Vating Pos Match

Style Races Precincts {incl. Blank) Paints
[1] [2] [3] [4] [5]
1 21 5 77 385
2 20 29 74 2,145
3 19 17 71 1,207
4 18 7 67 469
5 20 46 74 3,404
6 19 1 70 70
7 19 34 71 2,414
8 20 6 74 444
9 21 10 7 770
10 21 1 76 76
11 23 1 82 82
12 20 1 72 72
13 21 1 77 77
14 20 1 74 74
15 19 1 69 69
16 20 2 73 146
17 18 1 66 66
18 20 1 73 73
19 2 1 19 19
166 12,063
x # Voting Times 3
Total # Match Points =36,189

Contact
Larry Moore, CEQ: larry.v.moore@gmail.com
617-921-1702
The Clear Ballot Group, 139A Charles 5t — Suite 353, Boston, MA. 02114
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Who We Are
Founders & Directors

Larry Moore, CEQ was the Sr. VP, of Lotus/IBM and the driving farce behind the
launch of Lotus Notes = a product that has generated owver S7B in sales and still
generates 5450M annually. He also led the creation of the
Lotus MNotes reseller channel that, at its peak, had over 6,000
resellers of MNotes. He founded lsys Corp. a financial
information company and sold it to Lotus. He was also a two-
time CED of venture-backed startups and was VP, Strategy of
two venture-backed RFID companies, He is a graduate of
Georgetown Univ., holds 2 Masters degree and has completed
the orals far a PhD in Economics.

Harri Hursti, Chief Technaology Officer, s one of the world's leading experts on voting
systems and Is known for his conclusive demonstration of the vulnerability of Amer-
lca’s woting systems in the HBO documentary, “Hacking
Democracy”. He has been one of the lead technical resources
In the major independent technical reviews of America’s
votling systems: Ohio's Sec, of State-ordered EVEREST Study
and the New lersey's Superior Court judge-ordered review of
the Sequoda voting machines. He was a consultant to the
California Secretary of State-ordered “Top-to-Bottom Re-
view".

Board of Technical Advisors

Dr. David Jefferson = Is an internationally recognized expert on voting systems and
election technology. He has been a pioneer in research at the Intersection of come-
puting, the Internet, and elections for 15 years, and has been
an advisor to five successive Secretaries of State of California
on technology-related issues. He Is a3 member of the Board of
Adwvisers of ACCURATE, an NSF-sponsored research project on
vating technology. In 2003 he served as the Co-Chair for the
EVT/WOTE ‘09 conference — the primary academlic woting
technology and security conference in the LS. Dr. Jefferson is
currently a computer scientist at Lawrence Livermore National
Laboratory, where he leads research in cyber security and
simulation for national security applications.

Dr. Philip Stark - is Professor of Statistics at UC Berkeley and
the leading expert on statistical methads to validate election
results. He serves on the Califormia Sec. of State’s Post
Election Audit Standards Working Group. He has been
recognized far his work in designing and conducting the first
“risk limiting” post election audits and has testified to the U.S.
House subcommittee on the census. Dr. Stark graduated from :
Princeton as an undergraduate In 1980 and received his Ph.D. t
from the Unlversity of California, San Diego in 1986. A list of his election-related
publications may be found at http://statistics. berkeley. edu/~stark/Vate/index. him.

Dr. H. Hugh Thompson - s chief security strategist at People Security and a world-
renowned expert in election security. He appeared In the Emmy nominated HBO
documentary “Hacking Democracy”. In 2006, he was named
ane of the "Top 5 Most Influential Thinkers in IT Security”™ by
S5C Magazine. Dr. Thompson has written more than 60
academic and industrial articles and has delivered award-
winning presentations and keynotes on software security
throughout the world at conferences such as 5TAR, 5D, RSA
and Gartner. He is currently an adjunct professor of Computer
Science at Columbla Unlversity in New York.

Contact
Larry Moore, CEQ: larry.v.moore@gmail.com
617-921-1702
The Clear Ballot Group, 139A Charles 5t — Suite 353, Boston, MA. 02114

Below is another Graphic Scanning system from:

TEVSystems - Developers of Ballot Browser

Elections are too important to trust to secretppstary vote counting software. Our first product
Ballot Browser, has already discovered a problemiebold's GEMS that Diebold had not reported to
the California Secretary of State's office.

In 2009, we will be releasing our first turnkeyeaftative to secret vote counts -- the TEVStation Jr
Incorporating our Ballot Browser software, an ingias$ strength scanner, and a high reliability
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computing platform, the TEVStation Jr. will alloweetions managers the opportunity to determine for
themselves the benefits of our transparent soluéiba very affordable price point.

Recent media coverage
« Brad BlogThe go-to blog for election integrity activists.

+  Wired Unique Transparency Program Uncovers Problems Witing Software

Mission Statement: Our goal is to ensure the highest possible confidence in the
results of elections, by enabling accurate, timely, transparent, and verifiable vote counts.

Ballot Browser screen shot

.- = = B alotEBrowserversion 0 iﬁ-i@jﬂ!
i — i
1
ile Preferences Heln i
1
_ - . N o %
— Display Choice i
~ BEallnts g m——————————l__1_ 8 ¥ T §® W T ¥ ' T W N T § W1
& Pallate and aoto e o waTEaY-MAIS; e TOFFICIAL BALLOT © |
S SIS CAIT RARUS T, oo e T AL e B o l=d‘"'r|ﬁ|u 3
SN —— i rmnéllb'.r‘ _';};Tm. Fr-'-";". 3
- gy e u GOk m -
~~ Yote count T L R e 2 e 7%
g METHUCTIONE TO NOTERE :
= et Fursovet s 1w -n-i.u“h-ﬁiuld . __‘i:l"ﬁhl b
— Ballnt Foom Etsrt et e e Ereaa . Wt s
L *ﬂ!l_lr!-_-n!ct_ttttﬂﬂhhd
[y T} 4 i s : ,—.m—...-u.:-,_-p.-__-.u
R -] B e o e Ey-a 3 4 :
= oo mi I Toslon™ 2 nore of 4. I Mﬁuwmmrummm-mnuﬂnnmmmmm n'r
& Medium B et s
. i mﬂ:_‘_‘j‘—"_'ﬁﬁ?;__r‘_-?_ﬁ: A 'T-Jﬁl"m andd B WAL i - ._._.'. -
- Large ot S5 VOTE BOTH SIDES OF BALLOT
- ol e - % s gl
I ) Loy ] 1 X oy Ny
— Dalay naxt hallot fseconds? - —
F u £ -! =144 PROP
1 | © HIL RS
U -l ACT. GRMAI
I T 1 WIC Rl e ma s mae A THITIATTY
I —1_1 -
R T T A E £~ =T 8 & A% L] -
u 1 [ - -+ ] o L) o -5 ILF
— LI L] oo =, craar, sim
'L Timetonext .
1 _
I - L1
nf [ B oo
— Ballots to count ) '
- D Wrile dm
Set folder for 'scan all files' .. | =| UHITED STATES AEFAESENTATIVE =T - | PROF
DESTIRIET b T = WAITIN{ PEAI
- Vot kot ne MEASUNES EUBEMITTED TO THE HOTIEIE & |
OR - VOTERS TEARBLAT
PREY
- [ Sarci soimck e STATE IRITIATIVE &
Set folder for ‘numbered files'... | it — — s
o PROPOSITIGH 14
Start gm o | T Ty A SAFE, AELIABLE HICH-5 PEEDr CTacges i 1T E O
[T e PASSFHGER TRAIN AOND ACT. abaman r‘rlr:lmﬂ
I_I - — n'n: 5:*'\-11:7 rw:l a
2 = T Calioimias = sl e
End - MEMBER OF STATE ASSEMBILY iy J:‘l;l.m fanil :-T\;T_-- g an rich | j::; o
- A W e o gramlpur Bnt b e d
- e Iy o e
IEl | N W . Fooa wn'raqwt:':h.;‘w T
b S (4 M TRIGH o,
qm = ik i I otz A oY g
Moy - P* et Bty ﬂlﬂ} .-a.-’:u-;'-::ifun __;r:u:n E;: Lil o I"u
Y L I dofigQe T el an S
. [ Mestev cHEsmRo L i [ > el 6= Batd
|fhome/mitch/200811 04/00/00/000003 | * =t i Sl e Wil and
- | oA, iwedeg, Bulro
L il I.l.lll.l WK,
GO Pause = meTe — suswot 10

A

The picture above is a screen shot of an auditingram that was developed by Mitch Trachtenberg.
This free and open source program provides thepaency that is missing from the proprietary
software currently in use by Humboldt County. Tisiegram counts ballots for precincts.
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Programmer Mitch Trachtenberg Discusses How the
Ballot Browser Program Works at Counting Ballots
(Go here to see vided)ttp://humtp.com/pagel.html

TO KNOW MORE GO TO: Election Transparency Project - http://humtp.com/pagel.html

Graphic scanning combined with improved accountingtandards works to
quickly verify election results. By John Brakey

Here are some key elements:

. Graphic scanning provides a strong chain of cust@&haphic scanning of all ballots starts
election morning with early ballots in audited liegs of at least 1,000 ballots per box with Diebold
results printed before and after, allowing therbécaudited starting after 7:PM election night.

. Election night 7 to 10% of precincts are randonalgsted election day, scanned and
transferred to a DVD given to political parties @ahdn uploaded to the internet with the Diebold
official precinct results as the process goes fodwa

. Over the next week remaining balance of ballotssaasmned.

. All spoiled and left over ballots are accounted for

. 100% of the ballots are made available to the pudslithe internet.

. Certain parts of the canvass board are NOT maadéelpction department employees as it

is done at this time.

. This system can be done properly and independastbart of the canvas and is
verifiable to the public.

. The computer that does the scanning should beeldhiit scope to scanning — that
machine has no ability to read the “content” of ladlots. This is an application of “artificial
stupidity” and prevents that system from being pragmed to cheat. Counting the ballot
graphical scans is possible, but on a separateingch

. We are looking a future where people can do th&ir ballot analysis at home, and on
election night the various media outlets will brihgir most powerful computers and software to
the election HQ to get the tabulation out firstnyAvariances between various people’s counts
(including the county’s official count) will get ged out in short order. During the Humboldt
County test, the graphic scan totals didn’t makehdfficial results, and the problem was traced
to a previously unknown Diebold bug.

. Voting is a secret process. Counting in Arizona @sto be a public process and must
be again a public process.
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